
Trust & Safety
fraud education 
guide and checklist

This guide and checklist provides a deeper 
understanding of payment fraud tactics and 
steps you can take to reduce your risk.
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Fraud prevention checklist

Payment instruction  
changes
I received an email from a 
vendor with new payment 
instructions (phony invoice)

Unauthorized insider 
payouts

Always verifying new payment 
instructions by confirming with a  
known contact or number

During reconciliation, I noticed a 
large sum of money missing from 
my account (embezzlement)

Implementing a Validation Services solution to 
proactively validate accounts, phone numbers 
and more before payments are made

Leveraging our Trust & Safety solutions by

Leveraging our Trust & Safety solutions by

Ensuring multi-factor controls are in place, 
including multiple layers of approvals and 
timely reconciliation process

Calling a known contact using the phone 
number on record

Using digital platforms like J.P. Morgan Access® 
required to create rules to prevent payments 
from being made outside of your normal 
payment patterns

Having the contact provide bank account 
and routing details

Having a 2+ person process in place to 
review and approve transactions

Appropriately segregating money 
movement entitlements

Increasing account reconciliation to see 
irregularities more quickly

Using Payment Control Center to set rules 
and limit digital payments to certain days, 
times, payment types, etc. 

Payment fraud scenarios
Consider

Consider

Reduce your risk by

Reduce your risk by
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Fraud prevention checklist

Fake credentials
Someone stole my credentials to 
open an account (synthetic ID)

Safeguarding credentials and establishing 
complex passwords and/or multi-factor 
authentication

Creating complex passwords using a 
combination of alpha, numeric, upper and 
lower case and special characters

Using a second layer of security such as 
facial recognition, biometrics or voice

Reduce your risk by

Payment fraud scenarios

Utilizing a solution like Entity Validation Services 
to verify identification details are accurate

Using an Account Trust Score solution to 
get a better understanding of beneficiary 
trustworthiness

Leveraging our Trust & Safety solutions by

Suspicious account update

I noticed an unexplained change to 
a recipient’s account information 
(compromised credentials)

Ensuring multi-factor controls are in place 
including multiple layers of approvals and 
timely reconciliation process

Using Payment Control Center to receive 
real-time suspicions payment notifications 
and limit payments to certain days, times, 
payment types, etc.

Leveraging our Trust & Safety solutions by

Having a 2+ person process in place to 
review and approve transactions

Appropriately segregating money 
movement entitlements

Increasing account reconciliation to see 
irregularities more quickly

Consider

Consider

Reduce your risk by
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Fraud prevention checklist

Impersonation
Someone changed the payment 
or account owner information 
(impersonated authorized party)

Alteration or forgery

Safeguarding credentials and establishing 
complex passwords and/or multi-factor 
authentication

Someone changed the payment 
amount or payee name on the 
check (physical alteration,  
forgery/counterfeit)

Setting payment thresholds for check. 
Default setting should be Post no Checks. 
For accounts requiring check payments, 
ensure default decision is return, not 
pay. Securing check stock and conducing 
inventory audits with 2+ people

Reduce your risk by

Reduce your risk by

Payment fraud scenarios

Creating complex passwords using a 
combination of alpha, numeric, upper and 
lower case and special characters

Using a second layer of security such as 
facial recognition, biometrics or voice

Putting check limits in place

Setting default value on non-check 
disbursement accounts to Post no Checks

Managing your check stock and printing

Setting default decision on check 
disbursement accounts as return, not pay

Implementing, reviewing and regularly 
testing an inventory review process

Ensuring you have multiple layers of fraud 
tools and controls in place to mitigate the 
chances of fraud success

Utilizing Entity Validation Services to verify 
identification details are accurate

Leveraging our Trust & Safety solutions by

Leveraging our Trust & Safety solutions by

Consider

Consider
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Fraud prevention checklist
Payment fraud scenarios

Falsified information
Someone used account 
information from a found or 
stolen check to pay electronically 
(digital payment)

Verifying payee information on high dollar 
items. Set payment thresholds for check. 
Default setting should be Post no Checks. 
For accounts requiring check payments, 
ensure default decision is return, not pay

Using Validation Services to proactively 
verify payee information and ensure money 
is going to the right place

Setting default value on non-check 
disbursement accounts to Post no Checks

Setting default decision on check 
disbursement accounts as return, not pay

Implementing a Validation Services solution to 
validate account information and more before 
payments are made

Leveraging our Trust & Safety solutions by
Reduce your risk by

Consider
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Our solutions can help you avoid and address fraud

Fraud prevention checklist

Validation Services
Validate payment accounts, identity and documents in real time to help prevent 
improper payments and fraud before any payments are made.

Payment Control Center
Prevent unapproved activity by creating rules that automatically block 
unauthorized payments, and screen and review payments for anomalies or 
known bad payment patterns to reduce risk.

Simple, Safe Payments
Secure payments with early identification of beneficiary risk before funds 
are disbursed, and screen for sanctions risk to protect and ensure successful 
payments with minimal friction.
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Fraud prevention checklist

Visit Trust & Safety

Are you ready to protect your business from fraud?  
 

Connect with your J.P. Morgan Payments Fraud Solutions Specialist for 
recommendations tailored to your business.

https://www.jpmorgan.com/insights/payments/fraud-and-risk-management/payments-fraud-education-guide
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This material was prepared exclusively for the benefit and internal use of the JPMorgan client to whom it is directly addressed (including such client’s subsidiaries, the “Company”) in order to assist the Company in evaluating a possible transaction(s) 
and does not carry any right of disclosure to any other party. In preparing this material, we have relied upon and assumed, without independent verification, the accuracy and completeness of all information available from public sources or which was 
provided to us by or on behalf of the Company or which was otherwise reviewed by us. This material is for discussion purposes only and is incomplete without reference to the other briefings provided by JPMorgan. Neither this material nor any of its 
contents may be disclosed or used for any other purpose without the prior written consent of JPMorgan.

J.P. Morgan, JPMorgan, JPMorgan Chase, Chase, Chase Merchant Services, and Chase Payment Solutions are marketing names for certain businesses of JPMorgan Chase & Co. and its subsidiaries worldwide (collectively, “JPMC”). Products or services may 
be marketed and/or provided by commercial banks such as JPMorgan Chase Bank, N.A., securities or other non-banking affiliates or other JPMC entities. JPMC contact persons may be employees or officers of any of the foregoing entities and the terms 
“J.P. Morgan”, “JPMorgan”, “JPMorgan Chase”, “Chase”, “Chase Merchant Services” and “Chase Payment Solutions” if and as used herein include as applicable all such employees or officers and/or entities irrespective of marketing name(s) used. Nothing 
in this material is a solicitation by JPMC of any product or service which would be unlawful under applicable laws or regulations. 

Investments or strategies discussed herein may not be suitable for all investors. Neither JPMorgan nor any of its directors, officers, employees or agents shall incur in any responsibility or liability whatsoever to the Company or any other party with 
respect to the contents of any matters referred herein, or discussed as a result of, this material. This material is not intended to provide, and should not be relied on for, accounting, legal or tax advice or investment recommendations. Please consult your 
own tax, legal, accounting or investment advisor concerning such matters.

Not all products and services are available in all geographic areas. Eligibility for particular products and services is subject to final determination by JPMC and or its affiliates. This material does not constitute a commitment by any JPMC entity to extend 
or arrange credit or to provide any other products or services and JPMorgan reserves the right to withdraw at any time. All products and services are subject to applicable laws, regulations, and applicable approvals and notifications. The Company 
should examine the specific restrictions and limitations under the laws of its own jurisdiction that may be applicable to the Company due to its nature or to the products and services referred herein.

Any mentions of third-party trademarks, brand names, products and services are for referential purposes only and any mention thereof is not meant to imply any sponsorship, endorsement, or affiliation.

Notwithstanding anything to the contrary, the statements in this material are not intended to be legally binding. Any products, services, terms or other matters described herein (other than in respect of confidentiality) are subject to, and superseded by, 
the terms of separate legally binding documentation and/or are subject to change without notice.

Changes to Interbank Offered Rates (IBORs) and other benchmark rates: Certain interest rate benchmarks are, or may in the future become, subject to ongoing international, national and other regulatory guidance, reform and proposals for reform. For 
more information, please consult: https://www.jpmorgan.com/global/disclosures/interbank_offered_rates.

JPMorgan Chase Bank, N.A. Member FDIC. Deposits held in non-U.S. branches are not FDIC insured. Non-deposit products are not FDIC insured.

JPMorgan Chase Bank, N.A., organized under the laws of U.S.A. with limited liability.

© 2024 JPMorgan Chase & Co. All Rights Reserved.




